I Introduction
In the present era of information technology and proliferating computer network communications, information security has become a major issue. Encryption is the science of shielding the privacy of information from hostile conditions during communication. Current encryption techniques are based on a number of theoretical and algebraic concepts [1] . Standards and cryptographic software and hardware for encryption are widely available, but successfully using encryption to ensure security can still be a challenging problem. To fulfill increasing demands for secure communication, new encryption schemes were proposed to protect information data [2] [3] [4] [5] [6] [7] [8] .
The goal of blind source separation (BSS) is to extract a set of statistically independent components from the observed mixtures without knowing the mixing coefficients. Independent component analysis (ICA) is a statistical estimation technique for solving BSS problems. It is successfully applied in many different fields, including digital images and document databases, as well as economic indicators and psychometric measurements. However, there are some constraints in separating signals when using ICA [9] . First, the number of mixed signals must be equal to or larger than that of the independent sources. Second, the independent components must be statistically independent with non-Gaussian probability distributions. An exception is allowed for only one signal component. Third, a major shortcoming of traditional ICA is that the signals separated by traditional ICA have opposite phases and unequal amplitudes from the original sources. However, these constraints might be constructive in secure communications. ICA for secure communication was investigated by Lin and Tung [10] . They applied a modified ICA to a secure communication system to retrieve the message signal encrypted by a mixture of chaotic noise and Gaussian white noise. Lin et al. suggested employing BSS for the purpose of image and speech encryption [2, [11] [12] [13] . The security of Lin et al.'s systems [2, [11] [12] [13] From publication of the work of Lorenz [15] , chaos theory has stimulated intense interest in recent decades. Chaos has become another paradigm for secure communications since Fujisake and Yamada [16] and Pecora and Carroll [17] proposed a method to synchronize two identical chaotic systems. In a chaos-based secure communication system, the message signal is encrypted with a master chaotic signal in the transmitter. In the receiver, a slave chaotic signal which is synchronized with the master one is used to retrieve the message signal. According to a survey paper by Yang [3] , chaotic secure communication has evolved through four generations: chaotic masking [18] , chaotic modulation [19, 20] , chaotic cryptography [21] , and chaotic communication with impulsive synchronization [22] . Most chaosbased secure communication schemes utilize low-dimensional chaotic systems. Some of them are fundamentally flawed by a lack of robustness and security [23] [24] [25] [26] [27] [28] [29] . To overcome the low security objections against low-dimensional chaos-based schemes, one can make the transmitted signal more complex [23] . It was shown that impulsive synchronization of chaotic systems can be combined with conventional cryptographic techniques to achieve greater complexity and reduce the redundancy of transmitted signals [23, 30] . However, those proposed impulsive synchronization systems suffer from transmission time-frame congestion [31] [32] [33] .
In this paper, we investigated a combination of BSS and impulsive chaos synchronization to enhance the security level of encryption. The plaintext is first mixed with white noise and then encrypted with a master chaotic signal in the transmitter. In the receiver, a slave chaotic system synchronized with the master system is associated with a modified ICA to recover the plaintext. The rest of this paper is organized as follows. In Section II, we briefly introduce BSS mixing and a modified ICA. Section III describes impulsive synchronization of the Chen-Lee chaotic system. Section IV presents the proposed secure communication system. In Section V, simulation results of the secure communication system are given and discussed. In Section VI, cryptanalysis is discussed to provide key selection rules, key spaces, and a security analysis. Finally, some conclusions are given in Section VII.
II. BSS mixing and a modified ICA
ICA was introduced by Jutten and Herault [34] to solve BSS problems by recovering n independent sources , which are linearly mixed by an unknown matrix A. For the sake of simplicity, we assume the number of mixed signals is the same as the number of independent sources. This is a simplifying assumption that is not completely necessary. Then the mixed vector, , can be written as 
where W is the demixing matrix of ICA, 
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III. Impulsive synchronization of the Chen-Lee chaotic system
In this paper, impulsive synchronization of the Chen-Lee chaotic system is used to produce secure communication. The Chen-Lee system is defined as [35] 
In an impulsive synchronization configuration, the master system is given by (10) . At discrete instances, , state variables of the master system are transmitted to the driven system, and then the state variables of the driven system are subjected to sudden changes at these instances. In this sense, the slave system is characterized by , 1, 2,..
where and ( , , ) (
T e e e e y z y z y z
where (13) 2 3 2 3 
⎥ ⎥
Since the chaotic signals are bounded, a positive constant, M, exists for the chaotic system such that ( ) 
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which implies that the trivial solution of Eq. (12) is globally asymptotically stable.
Hence, impulsive synchronization between two identical Chen-Lee systems is asymptotically stable.
IV. Proposed scheme
The overall design architecture of cryptography in secure communication is illustrated in Fig. 1 . The cryptosystem consists of a transmitter into which a master Chen-Lee chaotic system is embedded and a receiver into which a slave Chen-Lee chaotic system and a modified ICA are embedded. In the transmitter, plaintext, S(t), is first interfered with by white noise, , using mixing matrix A of dimension 2 x 2 into two mixed signals, ( ) N t 1 ( ) x t and 2 ( ) x t . One of the mixed signals, 1 ( ) x t , is directly transmitted to the receiver through a public channel. The master Chen-Lee system generates a chaotic signal, 1 ( ) y t , in the transmitter. Then, the mixed signal, 2 ( ) x t , is further encrypted with 1 ( ) y t into using the encryption function, ψ(.). is then transmitted to the receiver through a public channel. The synchronization impulses of the master Chen-Lee system at time instances, , are also transmitted to the receiver through a public channel to drive the slave system at the receiver. In the 
( )
x t by the decryption function, ϕ(.). In the last step, the modified ICA described in Section II is used to recover the decrypted signal, , of the plaintext.
In this scheme, it should be noted that the modified ICA can simultaneously retrieve and . Hence, no information about the white noise, , is necessary in the decryption scheme.
V. Simulation and Results
To test the proposed scheme, secure communication of a sine wave was performed. In the following simulation, a total simulation time of 40 seconds with 20,000 time steps was used. The sampling frequency was 500 Hz. A sine wave with a frequency of 1 Hz was used as the plaintext, ( ) Figure 2 shows the plaintext, white noise, and chaotic signal, 1 ( ) y t , used in the simulation. The mixing matrix was chosen to be 1.5 3 0.5 6
. Figure 3 shows the ciphers through the channels. With the mixed sets of white noise and chaotic signals, the ciphers transmitted through channels were almost indistinguishable from random noise during transmission. Figure 4 illustrates the recovery of the plaintexts using this scheme. It can clearly be seen that faithful recovery of the message signal is possible. There were errors of retrieval during the initial synchronization time.
However, as Fig. 4C shows, the errors of retrieval approached zero after the initial synchronization time.
To examine the real application of this encryption scheme, a speech encryption is performed. As an example, the simulation is to securely transmit a speech file recording a person saying the digits "one" to "ten" in English with a little audible music [2] . The speech signal is sampled at 16kHz and 6.875 sec long (110000 samples), as shown in Fig. 5A . In this simulation, a total simulation time of 110 seconds with 110,000 time steps for Chen-Lee system was used. Figure 5C shows the finally decrypted signals. Comparing both the wave forms between the original speech signal and the decrypted signals, it can be seen that the original speech signal has been decrypted with very high quality after synchronization time.
VI. Cryptanalysis a. The key, key space, and key selection rules
In the present scheme, the key signals, 1 ( ) y t , are generated from the Chen-Lee system with a secret set of parameters (a,b,c). The mixing matrix, A, must be kept secret as a second defense to maintain security. Hence, the secret key consists of two sets which are the parameters of the Chen-Lee chaotic system (a,b,c) and the mixing matrix A of BSS. The space of the parameters (a,b,c) will be a 3-dimensional space.
The space is nonlinear since all of the keys are not equally strong. In the subspace where the parameters of the Chen-Lee system originate periodic orbits, the sub-key space is degenerative because it is relatively easy to break. Values of (a,b,c) which
give rise to periodic windows should be avoided since chaotic bands are preferred for encryption. Tam et al. [38] gave bifurcation diagrams of parameters in the Chen-Lee system, from which valid keys that lead to chaotic behaviors can be chosen. For the mixing matrix, assuming that each element in A has R possible values, the number of all possible mixing matrixes of A is R 4 since A is a 2 x 2 matrix. Elements of A should be selected such that the plaintexts can be well masked in both the time and frequency domains. In addition, the mixing matrix must be invertible and nontrivial.
b. Analysis of security
Following Kerckhoffs's principle [39] , only the key needs to be secret in a welldesigned cryptographic system. Three ordinary attacks on cryptosystems are (1) ciphertext-only attack; (2) known-plaintext attack; and (3) chosen-plaintext attack.
For the ciphertext-only attack, Alvarez [40] indicated that most security risks involve existing chaos-based secure communication systems. One of the main problems is "message signal extraction". The basic fundamental requirement of cryptography is that the plaintext power spectrum should be effectively buried in the pseudorandom noise power spectrum. However, the spectrum of the signal generated by most chaotic systems is of a narrow band, which decays very fast with increasing frequency and shows a power density much lower than the plaintext at frequencies used by the plaintext. In some secure communication systems, if the message signal is a narrow band, it is possible to identify the message signal's band by a spectral analysis. Then, the message can simply be extracted from the transmitted signal simply by using a filter with no knowledge of the structure of the encryption algorithms. The power spectral densities of the ciphers through channels are shown in Fig. 3B and 3D . It can be seen that there is no obvious peak of the frequency of the message signal. In other words, the power spectra of the message signal are securely buried in the noisy power spectrum. Since the complexity of the power spectrum is increased, the filtering attack failed to crack the proposed scheme.
Under the other kinds of attacks, the present scheme is also secure because values of the chaotic signals are quite sensitive to the parameters. Furthermore, the present scheme uses chaotic signals to encrypt the plaintext and utilizes the BSS technique using mixing matrix A as a second defense to maintain security. In Li et al.'s work [14] , a cryptanalysis of image and speech encryptions based on the difficulty of the underdetermined BSS principle was performed. Li et al. pointed out that this kind of scheme is not secure against known-/chosen-plaintext attacks and chosen-ciphertext attacks. In addition, there are some other security defects of the scheme including: 1) low sensitivities to the key and plaintext; 2) weakness against a ciphertext-only differential attack; and 3) the possibility that a divide and conquer (DAC) attack can be used to break part of the key [14] . In the present scheme, we utilized the BSS 
VII. Conclusions
In this study, we propose a new scheme for secure communication. The scheme utilizes both BSS-and chaos-based cryptographic techniques to encrypt the message signal. Using a modified ICA technique, the scheme enables encryption of the plaintext signal with white noise. In this way, all of the transmitted signals through channels are almost indistinguishable from random noise during transmission.
Analysis of the security of the proposed scheme was discussed by considering possible attacks. Results showed that this scheme has an enhanced level of encryption security. 
